Honeywell

HREP Series DVR DDNS Configuration
Application Note

DDNS enables your HREP Series DVR to be remotely accessed using a Dynamic DNS server,
which is commonly used if a broadband connection does not have a static IP address.

Your HREP DVR supports free DDNS service from DVRLINK.net. To enable DDNS, you have
to configure your DVR. No account or hostname registration is required on the websites.

Configure port forwarding in the router (virtual server). Most routers can be configured as a

virtual server so remote users who are accessing Web services through the public IP address
can be automatically redirected to local servers on the LAN.

Connection Diagram

Client PC

HREP DVR

192.168.0.102 ’ ‘

( LAN 0

‘ 192.168.0.1

e mr 2

Router Modem

Note Theaddressesused
in this diagram are
examples only.

Dynamic Public IP

Client PC

Testing Connections

Testing the DVR-LAN Connection

Use the IE browser on a PC in the LAN to test web access to the DVR.

Testing the Router-Internet Connection

Use the IE browser on a PC in the LAN network to visit an internet web site.
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Configuring the Port Forwarding Settings

- 1. Click Menu > Network > IP Setup.
= NETWORK
: a. Use DHCP or manually set the
network parameters:

IP SETUP
DHCP
e Note The values used here are examples

only.

IP ADDRESS

E - MAIL GATEWAY 192 .168. 0 . 1 :
SUBNET MASK 255255 255 O DHCP Recommended if the
1ST DNS SERVER 192.168. 0 . 1 router supports it.
2ND DNS SERVER 0.0.0.0

Manual IP address:

AUTO PORT | DELETE POR]
AUTO PORT | DELETE POR

RTSP SERVICE PORT 554
WEB SERVICE PORT 8080

e s 192.168.0.102

Gateway: 192.168.0.1
(Router LAN IP)

Subnet mask:
255.255.255.0

1St DNS server:

MAX TX SPEED 8192 KBPS

CANCEL

e R = 192.168.0.1 (same as
b’/ [ Home JWYVUNEEN Tools Status | Help | gateway)
- “irtual Server is used to allow Internet users access to LAN senices
Virtual Server .
[_M_ © Enabled O Disabled b. Setthe RTSP (streaming) port to
MName HREP_HTTP
: 554 (default).
| Applications Private | 192.168.0/102 ( )
Protocol Type | TCP v C. Set the Web (H'|_|'P) pOI’t to 8080
| ™ Fitters Private Part 2080 (default).
Public Port 8080 . .
: ; 2. Configure port forwarding.
: I Firewall Schadule @ Always g p g
. O Fram time [007=] : [00 =] [AM7=] 10 [00=] - [00 =] [AM = e Click AUTO PORT to
' oMz day [Sun =] 1o [Sun ] automatically configure port
; = forwarding if the router supports
@ 90O UPNP (Universal plug and play).
| Apply Cancel Help .
Name Frivate [P Protocol Schedule ° Manua”y Conflgure pOI’t
7 Virtual Server FTP oooo TCP 21121 atways ] forwarding:
I Wirtual Server HTTR 0.000 TCP 80/80 always Ei]
I Wirtual Sever HTTPS 0.000 TCP 443/443 always ]
[ “itual Server DNS 0.000 UDP 53/53 always ] ) .
HREP_HTTP 192168.0.102 TCP 8080/8080 always [0 Router Enter the router’s Virtual
HREF_Strearming 163168.0.102 Both 554 1 554 ahways i Server or Port

Note The above example shows a DLINK DI-624 home router.

Forwarding setting.

Ports

Bind ports 8080 and 554
to the corresponding
private (DVR) IP address
and ports.

For example:

Set the public port 8080
= 192.168.0.102:8080
(protocol: TCP or both
TCP and UDP)

Setthe public port 554 =
192.168.0.102:554
(protocol: both TCP and
UDP or TCP)




& NETWORK

IP SETUP
DDNS
DDNS SERVER

DDNS HOST NAME
E - MAIL

NOTICE

Success!

OK )

Configuring the DDNS Settings for Your DVR
1.

HREP DVR Configuring DDNS Application Note

Click Menu > Network > DDNS.
Select the following options:

» DDNS =ON
* DDNS Server = DVRLINK.NET

ON =
DVRLINKNET %

. Enter a unique DDNS host name. For
00115dd00213 example, HREPDDNSTEST.

The DVR Mac address is the default.

Click CHECK to bind your public IP address
to the DDNS host name.

If this action was successful, you will receive
a Success! message.

Click TEST to see if your public IP address
has been bound to the DDNS host name.

If this action was successful, you will receive
a Success! message.

Accessing Your HREP DVR through the Internet

1.

Enter http://{DDNShostname}.dvrlink.net: {WebServicePort} in the |E browser
of a computer that is connected to the internet.

2 about:blank - Microsoft Internet Explorer,

File  Edit Wiew Favorites Tools  Help

D KRG P s

Address ( hitp:ffhrepddnstest. dvrlink.net: 5080 ) In this example, we have entered
| http://hrepddnstest.dvrlink.net:8080.

Whenever the router’s public (WAN) IP address changes (for example, when the
ADSL connection is lost and then restored), you can access the DVR through the
above URL after a few minutes. This allows time for the DDNS service to
automatically update the public IP address that is bound to the host name.
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2.

Enter a User name and a Password to enter the main viewer window.

Connect to hrepddnstest. dvrlink. net

2
.-ET'. :"...\.
WEE Remate Viewer

User name:

Password;

e

| € aoMIn

[CIremember my password

l

Ok

] [ Cancel

The default User name for HREP is ADMIN;
the default password is 1234.

The main viewer window opens.

) WEB Remote Viewer - Microsoft Internet Explorer |ZHE‘E‘
Fle Edt Wwiew Favortes Tools  Help w
eﬁa:k -Q ﬂ @ D /j]Seavch \_‘1? Favores {4 (- 2 m-L) ﬁ b, 3
&gdress‘ drlink, he v‘ Beo s >

&
Honeywell Live WEB Remote View

Bl & o &

Display Channel

< |
&] Done

52

@ Internet

Troubleshooting

Problem: The HTTP port has already been occupied in the router port
forwarding table.

Solution

1. Set another number for the HTTP port in the DVR network setting.
For example, set the DVR HTTP port to 8480.

2. Bind the router public port to the corresponding DVR IP address and ports.
For example, configure the public port in the router virtual server to
8480>>192.168.0.102:8480 (protocol: TCP or both TCP and UDP).

3. Enter http://{DDNShostname}.dvr1ink.net: {NewWebServicePort} in the IE
browser of a computer that is connected to the internet after you have set up the
DDNS.

For example, http://hrepddnstest.dvrlink.net:8480.




HREP DVR Configuring DDNS Application Note

Problem: Return ERROR after clicking CHECK or TEST in DVR DDNS
setting.

Solution 1 Check the DNS settings on the HREP DVR.

Use a computer/PC that has the same DNS settings in the same LAN with the DVR to try
visiting common web sites. If you can successfully visit these web sites, then the DNS
settings on the DVR are okay.

-
m NETWORK

IP SETUP
DHCP I5]
WEB SERVICE o

IP ADDRESS 192 .168. 0 .
GATEWAY 192.168. 0 .

=l MADH
18T DNS SERVER 192. 5 b
2ND DNS SERVER 0. -0 .
RTSP SERVICE PORT 554 | AUTO PORT DELETE PORT | PORT TEST
WEB SERVICE PORT 8080 AUTO PORT DELETE PORT
ALIAS

MAX TX SPEED 8192KBPS =

CANCEL

Solution 2 Check that the DDNS host name is duplicated with others.

Ping {DDNShostname}.dvr1ink.net in the command window of a PC/computer that is
connected to the internet.
* Ifthe host can’t be found, then the DDNS host name can be used for your DVR.

e+ C:AWINDOWS\system32iemd. exe

D:~Documents and Settings“E3380877>ping hrepdvr.dvrlink.net
Ping regquest could not find host hrepdvr.dvrlink.net. Please check the name and
try again.

D:~Documents and Settings“\E338877>_

e Ifthe returned IP address is not the WAN IP address of your router (which can be
found in the router’s status/info web page), then assign another host name to your
DVR.

» If the DDNS settings for your DVR are successful, then the Ping request returns the
WAN IP address of your router.

C:A\WINDOWS\system32\cmd.exe

Microsoft Windows XP [Version 5.1.26881]
{C> Copyright 1985-2881 Microsoft Corp.

D:~Documents and Settings>E338877>ping hrepddnstest.dvrlink.net
Pinging hrepddnstest.dvrlink.net [58.33.65.2471 with 32 hytes of data:

Reply from 58.33.65.247: hytes=32 time=488ms TTL=38
Reply from 58.33.65.247: hytes=32 time=487ms TTL=38
Reply from 58.33.65.247: hytes=32 time=488ms TTL=38
Reply from 58.33.65.247: hytes=32 time=414ms TTL=38

Ping statistics for 58.33.65.247:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = 487ms,. Maximum = 414ms,. Average = 48%9ms

D:~Documents and Settings“\E338877>_
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